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1 http://www.computerworld.com/article/2575855/networking/cisco-makes-its-routing-software-more-resilient.html
2 https://www.theguardian.com/uk-news/2016/mar/31/uk-us-simulate-cyber-attack-nuclear-plants-test-resilience
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Resilience
• Latin	resiliens – to	rebound,	recoil

Cyber Physical

Cyber-Physical	Systems	(CPSs)
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Resilience - Computing

• Dependable	Computing1 – Resilience	is	fault	
tolerance.

1 A. Avizienis, J.-C. Laprie, B. Randell, and C. Landwehr, “Basic concepts and taxonomy of 
dependable and secure computing,” Dependable and Secure Computing, IEEE Transactions
on, vol. 1, pp. 11–33, Jan 2004.

“The persistence of dependability when facing changes.”
~ (Jean-Claude Laprie, 2008)
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Resilience - Systems
• Systems	Engineering	– INCOSE	Resilient	
Systems	Working	Group,	

2Capacity	- the	ability	of	a	system	to	absorb	or	adapt	to	a	
disruption	without	a	total	loss	of	performance	or	structure.

Flexibility	- the	ability	of	a	system	to	restructure	itself
in	response	to	disruptions.

Tolerance	- the	ability	of	a	system	to	be	tolerant	to	disruptions.

2S. Jackson, Architecting resilient systems: Accident avoidance and survival and 
recovery from disruptions, vol. 66. John Wiley & Sons, 2009.
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Resilience - CPSs
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There is no standard definition of resilience in CPSs.

Computing Systems

Resilience	Specification Means	to	achieve	resilience
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Objectives of work
• Characterise	Resilience	– Bridge	the	gap	
between	public	notion	of	resilience,	and	
resilience	in	CPSs.

• Analyse	&	Evaluate	Resilience	in	a	model-
based	engineering	approach.
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Characterisig Resilience
Quantifying	Resilience
• Pflanz provided	extended	methods	for	quantifying	

resilience.
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Characterising Resilience
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Quantifying	Resilience
• Pflanz provided	extended	methods	for	quantifying	
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Analysing Resilience
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Analysing Resilience
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Analysing Resilience
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Analysing Resilience
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Integrating Resilience 
Analysis
• Resilience	is	often	a	collection	of	non-functional	
requirements.

Co-model

DE 
Model Model of 

Physics
Model of 

Cyber

Resilience	Analysis
Extract	data	and	calculate	resilience

facets	i.e.	Capacity
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Co-model Interface

Co-model
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Integrating Resilience 
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Evaluating Resilience
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Architectural	
Model

Formal
Model

Data	
Outputs

• Architectural 
Description 
Language such 
as SysML

• Define system 
components and 
information paths

• Formalise 
resilience profile 
and represent it 
in a formal 
modelling 
language such 
as VDM

• Analyse data in 
graphs from the 
output of 
simulations



Evaluating Resilience
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System Performance: At what rate does a system meet its requirements
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Requirement 1: Power received must be within bounds min and max at all times.
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Req. 1 vs Time

Requirement 2: The house must receive power within 3 hours after a power outage.

Req. 2 vs Time
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Evaluating Resilience
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Summary & Future Work
• Characterise	Resilience	– Bridge	the	gap	
between	public	notion	of	resilience,	and	
resilience	in	CPSs.

• Analyse	&	Evaluate	Resilience	in	a	model-
based	engineering	approach	- formalise	
profile	and	integrate	into	a	model-based	
engineering	approach.
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Thank you for 
listening!


